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ABSTRACT

The engineer’s understanding of a part’s security properties must not be put together
completely or even predominantly with respect to the provider's cases about that segment.
Just a goal, exhaustive, and point by point security assessment of the segments that are being
considered for use in the software framework can give solid information on the security
suppositions of the segment, and the nearness of insecure practices and state changes, and of
vulnerabilities and shortcomings in it. A great part of the choice procedure for gained and
reused segments should concentrate on determining and mitigating the effect of contentions
among suspicions and requirements. These include clashes among provider and integrator
suppositions and requirements for how the part will be utilized and in what condition. They
likewise include clashes between the security suppositions (e.g., about condition benefits that
will be accessible) that the engineer has made for the benefit of the notional parts that
"populate” his/her architecture, and the security suspicions under which the segments chose
to satisfy the notional segments' jobs were created. In this paper a research survey is carried
out using a well structured questionnaire to understand whether the variables considered for
the study are significant or not, CORRELATION Test has been deployed and results have
proved that variables considered are highly significant.

Keywords:-Questionnaire, Cronbach alpha test and correlation

INTRODUCTION e Time subordinate determined quality
Steady quality improvement models are improvement models — a reliability
commonly designated Probabilistic models progression model is breaking point of
and Statistical models. Probabilistic time.
steadiness progression models-by e Continuous dependability
temperance of cloud parameters related improvement models — these are time
with these models, the information got models.
during the program can’t be joined. e Discrete dependability improvement
Accurate unflinching quality headway models — these are helpful for
models—cloud parameters are associated unrecoverable articles, there are two
with these models. discrete states — an unfaltering quality
e Time self-administering unwavering working state or a mix-up.
quality headway models — number of e Classically resolute quality
dissatisfactions ~ or  fixes  in improvement models — intelligent gear
unequivocal time between time are not is hypothesis of likelihood.

relied on schedule.
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Duane resolute quality improvement
model and its changes — these are
relentless, time destitute and accurate
models.

Stochastic suffering quality headway
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Bayes and semi Bayes suffering
quality headway models.

Unconventional  suffering  quality
headway models — there are all
dependability improvement models,

models -
improvement

a dependability
is non-stationary

stochastic strategy.

REVIEW OF LITERATURE

Table 1:-Secure SDLC Processes

Methodology

Resources

CLASP

Secure Software Inc. CLASP: Comprehensive Lightweight Application Security
Process. Version 2.0, 2006. Accessed 17 Decernber 2007 at:
hitp://searchappsecurity. techtarget. com/searchAppSecurty /downloads/clasp
_wv20.pdf

Open Web Application Security Project (OWASP) CLASP Project Webpage.
Accessed 17 December 2007 at:
htp://www.owasp.org/Index. php/Category :OWASP_CLASP_Project

Security
Development
Ufecycle
(SDL)

Howard, Michael and Steve Lipner. The Security Development Lifecycle.
Redmond, Washington: Micrasoft Press, 2006.

Lipner, Steve and Michael Howard. "The Trustwerthy Computing Security
Development Lifecyde”. Microsoft Developer Network, March 2005, Accessed
17 December 2007 at: http://msdn2. microsoft.com/en-
us/library/ms995345 . aspx

Microsoft SDL Weblog. Accessed 17 December 2007 at:
http://Blogs. medn.com/sdlf

McGraw’s

Touchpoints

McGraw, Gary. Software Secunty: Building Security In. Boston,
Massachusetts: Addison-Wesley Professional, 2006.

Software Securily: Bullding Security In Webpage. Accessed 17 December
2007 at: http://www swiec.comy

TSP-Secure

Over, James W. "TSP for Secure Systems Development” (presentation).
Accessed 17 December 2007 at: http://www.sel omu. edu/tep/tsp-secure-
presentation/tsp-secure. pdf

Dustin, Effriede. "The Software Trustworthiness Framework”. 30 January
2007. Accessed 11 December 2007 at:
http://www.veracode.com/Weblog/ 7p=22

Secure
Software
Engineering
(52e)

Schnelder, Thaesten. (S2e) Integrated: Process Oriented Secure Software
Development Model. Version 1.0, 2007 [In German]. Acoessed 17 December
2007 at: http://model secure-software-engineering.comy

Schnelder, Thorsten, "Secure Software Engineering Processes: Improving the
Software Development Life Cycle to Combat Vulnerabllity”. Software Quality
Professional. Volume 8 [ssue 1, December 2006. Avallable (with free
reglistration) from:

http://www.asq.0rg/puby/sqp/past/velS_lssuel fsapvdilschnelder. pdf

Secure Tropos

Mouratidis, Haralambos and Paclo Glorgini (2007) "Secure Tropoes: A
Security-Oriented Extension of the Tropos Methodology”. Intemational
Journal of Software Engineering and Knowledge Engineering, Volume 17 No.
2, April 2007, pages 285-309. Accessed 25 August 2008 at:

htep:/ fwww.dit.unitn. it/ ~pgicrgio/papers/SEKEOS-1. pdf
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Table 2:-Security implication of Agile Manifesto core principles

Core Principle Implication | Explanation

1 The highest priority of agie Obstructive Unless the customer & highly security-
developers ks to satisty the aware. Security testing, ¥ cone at all, will
customer. This is to be achieved probably be inadequate uniess (1) security is
through early and continuous an expiicit, customer
delivery of valuabie software. requirement; (2) the customer 5 willing to

Gelav “earv delivery” to ensure that
sufficient time & given to specitying,

2 Aglic cevelopers wekome changing | Obstnuctive Unless the customer s williing to allow the
requirements, even late in the necessary time to assess the securty impact
development process. Inceed, agiie of each new/changing requirement, and to

are designed to leverage add or change the security constraint
change to the requirements and risk mitigations
o with each functional reguirement.

3 Agiie projects produce freguent Obstructive | Uniess the customer prioritizes the need for
working software deliveries, Iceally, security higher than the need for rapid
there will be a new celvery every deltvery.
few weeks or. at most. every few
months. Preference ks given to the
shortest celivery timescale possible.

4 The profect will be bulit around the Neutral Could be cbstructive If the Individual
commitment and participation of contributors erher resist or are ignorant of
motivates Individual contributors. security priceities.

5 Customers, managers, and Neutral Cowld be contributary ¥ the deveiopment
d = must collab dally, team Includes include security experts and
throughout the cevelopment project. the customer team indudes security

stakeholders {e.g., risk man -

[ AQlic Gevelopers must have the Neutral Could be contridutory if the deveiopment
devel t ervino t and environment indudes tools, platforms,
support they need. processes, and practices expressly intended

7 Both management and customers Obstructive | Unless the developers are strongly
will trust developers to get the job commixted and able to ensure (1) their own
done. security knowleage; (2) security practices

and checkpoints in thelr Iife cycie process,
and security tools In their development

8 The most efficlent and effective Obstructive | The assumnce orocess for software is
method of conveying Information to predicated on documented evicdence that can
anc within 3 development team ks be independently assessed by experts
| through face-to-face communication. | of the software team.

9 The Procuction of working software | Obstructive | " mears not just
is the primary measure of Success. *functionady comect” but also “dependable,

trustworthy, and resifient”. If “working” i

purely 3 matter of functional col

2qglie testing cannot allow for

scanning, penetration testing, or any other

non-tunctional security tests
RESULTS & DISCUSSION Type of Respondents : Software Engineers
Research Methodology from SME’s in Bengaluru
Research Instrument: Questionnaire Duration of data Collection 6 Months
Sample Size considered: 253 Tools used: IBM SPSS
Rejected sample: 20 Statistical Tests Applied:

CORRELATION

Table 3:-Abbreviation for variables for correlation

ABBREVIATION

VARIABLE NAME

RQ1 Age group

RQ2 Total experience (in years)

RQ 3 Specify your Role in the software team

RQ 4 Specify your experience only in one particular project at a time
As per your experience rate various reasons due to which the possibility of bug arrival you have

RQ5 encountered, (Rate the from 1 to 5 where 1 is the least possibility and 5 expresses the maximum
possibility) - Number of developers

RQ 6 Depth of inheritance(DIT)

RQ7 Weighted methods per class (WMC)

RQ 8 Code complexity(Complexity)

RQ9 Coupling between objects (CBO)

RQ 10 Change in code

RQ 11 File or Class size (LoC)

RQ 12 Lack of Cohesion of Methods (LCOM)

RQ 13 Number of previous Bugs
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RQ 14 Less number of planned test cases
RQ 15 Number of modified lines
RQ 16 Determining ownership (which is often unclear)
RQ 17 More number of revisions(releases)
RQ 18 Uncovered Problem
RQ 19 Less number of planned milestones
RQ 20 Uncover problems
RQ 21 Less potential risk
RQ 22 Response from Messages (RFC)
RQ 23 Work flow
RQ 24 Unmovable development deadlines
RQ 25 Involvement of many developers
RQ 26 Change of developers in every release
RQ 27 Experience of the developer
RQ 28 Number of different developers who modified the file in all releases
RQ 29 Number of different developers who modified the file in previous releases
R Number of different developers who modified the file for the first time in previous releases and in
Q30 h
the next release developers was different
RQ 31 Organization has up to date technology and processes for security
RQ 32 The physical facilities are visually appealing and secure
RQ 33 The employees are well groomed, background checked and security aware
RQ 34 The security controls of physical facilities are in keeping with the kind of service provided
RQ 35 V_Vhen the organization promises to do something (eg additional controls for security) by a certain
time, they do so
RQ 36 V_Vhen the customers hgve a problem (incident or security control related) the organization shows a
sincere interest in solving it
RQ 37 The organization is dependable
R They adhere to meeting security services (physical, network, application, people as required
Q38 . A
contractually) at the times they promise to do so
RQ 39 They provide error free security reports and records in a secure manner
RQ 40 They communicate to customers exactly when the security services will be performed
RQ 41 Employees / associates give prompt and secure services to customers
RQ 42 Employees / associates are always willing to help customers in matters relating to security
R Employees / associates are never be too busy to respond to customers’ requests on matters relating
Q43 ;
to security
RQ 44 The b_tihavior of employees / associates consistently instills confidence in customers with respect to
security
RQ 45 Customers feel safe in transacting business with the employees / associates
R Employees / associates are consistently courteous and firm with respect to security processes, with
Q46
customers
R Employees / associates have the requisite security domain knowledge to do their job well and keep
Q47 .
their knowledge regularly updated
RQ 48 The organization gives each customer individual attention as warranted with respect to security
RQ 49 The organizati(_)n does have operating hours as per the convenience of the customers in matters
related to security
RQ 50 The organizatiqn has employees / associates who give personal attention to customers in matters
related to security
RQ 51 The organization has customers best interests regarding security at heart
RQ 52 The _employees / as_sociates of the organization understand the specific security needs / regulatory
requirements of their customers
Table 4: correlation for 25 variables
RIR|IRIRIR|IR|IR|RIR|R|R|R|R|R|R|R
ololololololalololeleleleleelele|alelele|ale|e]|Q
1|11 |1 (111111222 |2]|2]2
112|3|4|5|6]7[8]9
0|12 |3 |4 |5|6|7|8|9]|0|1]2|3|4]|5
R 918 (8 |, |5lalelalsl 151213 8 |36 81213 ].
QI:’1674133531015400402004432
1C956730527 270 6 13 |3 6850
wol e e 2 1417|5144 7|~ o | o | w e | [ 9
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From the above table of correlation it can
be observed that most significant
relationships are marked and can be noted.

CONCLUSION

Creation and Use of a versatile, result
situated procedure is fundamental for the
achievement of any testing venture. Client
will get an away from of the need,
criticality, timetables and dangers related
with business and operational reequip
Creation and Use of a versatile, result
arranged procedure is basic for the
achievement of any testing venture. Client
will get an away from of the need,
criticality, courses of events and dangers
related with business and operational
necessities of the client, client s of client,
and client of the item and perform testing
to guarantee quality from supernatural,
client, worth, procedure, and item points of
view regents of the client, client s of client,
and client of the item and perform testing
to guarantee quality from supernatural,
client, worth, procedure, and item points of
view.
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